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WHOWEARE
Established in 2016, The Fintech Times is a 
global multimedia news outlet centred around 
the world’s first leading Fintech newspaper.

We report on the latest and brightest ideas 
from the Fintech world as an authoritative 
and trusted voice, focused on high-quality 
content and distributed to a global network 
helping our partners to achieve their goals.  

We have been building that voice over
the years and with the support of our
75,000+ unique online readers
every month and 150,000+ copies of the 
print & digital newspaper circulated
around the world every year.

Chronicling the latest developments 
 in cutting-edge financial technologies 
including PayTech, RegTech, Banking 
Transformation, Blockchain, WealthTech, 
Cybersecurity, Insurtech crowdfunding, 
peer2peer platforms, crypto currencies,  
AI and robo-advisors, just to name a few. 

The Fintech Industry is not only about
new companies, new technologies
for old companies, it’s about inventors
and visionaries, and everyday
people creating something new.
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The Fintech Times explores the explosive world of financial 
technology, blending first-hand insight, opinion and expertise  
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perspective of this rapidly evolving industry.
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WHATWEOFFER
The Fintech Times 
Newspaper
Published Bimonthly the publication 
explores the explosive world of  
financial technology, in print  
and as a digital edition, with a 
distribution of 25,000 per issue. 

Thefintechtimes.com 
website 
Global digital platform for the  
industry. News, reports, videos, jobs. 
Advertising positions are available 
across the site. Leaderboards,  
MPU adverts and site takeovers.

The Fintech Times  
weekly newsletter
Top stories, news and insight 
delivered to over 12,200 
subscribers. Headline sponsorship, 
banner advert and title to appear  
at the top of the newsletter.

Industry surveys, white 
papers and reports
Host your whitepapers and 
reports available online and in 
print, produced in partnerships  
with industry specialists.

CEO Profile &  
Executive Interviews
High quality, in-depth editorial 
supported online and in print,  
this is a regular Bimonthly feature.

Webinars
A great online platform to showcase 
fintech solutions, panel discussions 

and debate. Generate a pre-registered 
participant list of up to 50 – 300 names 

from online marketing, direct e-mail 
activities and editorial coverage.

Videos
Knowledge sharing, executive 

interviews and company promotions 
via this high-impact digital tool. 

Our bespoke video documentaries 
allow us to speak with various 
experts and end users, while 

featuring relevant and contextual 
suppliers as thought leaders.

Roundtables
An excellent physical  

platform to showcase fintech  
solutions, discuss and debate.

Media partnership
Providing online and on the  

ground support to the industry 
events and trade shows 

worldwide.

The Fintech Power 50
We work very closely with  

The Fintech Power 50, which 
is a list of the most influential  

figures and companies in Fintech,  
you could say that this is our  
go to guide on the industry. 
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Using Blockchain and IoT To 

Stamp Out Counterfeit Goods

Modex is a blockchain

enablement platform

We radically simplify blockchain deployment

so businesses can balance

security and innovation. 

 

modex.tech

contact@modex.tech

BLOCKCHAIN

Modex continues to bring you relevant use cases 

where blockchain has the power to improve 

several industries. After seeing how blockchain can 

reshape the KYC (Know Your Customer) process, 

as well as land registry and property rent, we’re 

speaking now about stamping out counterfeit 

goods with the help of blockchain and IoT.

Counterfeiting affects 

every stage of the 

product life cycle. 

Limited visibility 

across sourcing, manufactur-

ing, and distribution networks 

makes it hard for manufacturers, 

partners, and customers to 

distinguish real goods from fake 

ones, leading to increased costs, 

stolen sales, reputational harm, 

and brand dilution.

Procurement and Production 

– Large manufacturers often lack 

the visibility needed to verify 

the authenticity of parts and raw 

materials and trace materials 

back to their source, a problem 

exacerbated by long, complex 

global supply chains, varying 

data and reporting quality across 

the vendor base, and a growing 

list of regulatory and compliance 

requirements.
Sales – Cleverly manipulated 

labels and reverse-engineered 

products can make it difficult 

for consumers and corporations 

to spot counterfeit goods and 

for manufacturers to prove 

their provenance. In consumer 

goods, the problem is even more 

challenging because of the rapid 

growth of 3rd party and online 

retail channels.
After-sales and Support – 

Counterfeits can lead to spikes 

in service requests, unnecessary 

and costly replacements, and 

skewed customer satisfaction 

figures. Invalid support requests 

not only consume time and 

budget, but they also make it 

hard for a company to isolate 

and address genuine problems 

in a timely fashion. 

Solution: Blockchain and IoT

IoT provides unique 

identification and traceability, 

and blockchain provides a 

tamper-proof chain of custody 

information. Pairing them can 

create a shared, distributed 

ledger capable of recording the 

origin, location, and ownership 

of raw materials and products 

at each stage of the value 

chain – giving manufacturers, 

partners, and customers the 

transparency and authentication 

they need. Thanks to their 

ability to immutably track and 

share genealogy across multiple 

stakeholders, Blockchain and 

IoT can inhibit counterfeiting 

in ways that traditional 

technologies cannot.

The clear benefits of Modex 

BCDB and IoT
End-to-end oversight of 

raw materials reduces product 

defects
Since Blockchain with IoT 

serves as a single, immutable 

source of provenance data, 

companies can prevent defects 

due to fake parts and cut down 

on the labor spent validating 

materials and satisfying 

regulatory requirements. The 

moments when a product 

shows up at a warehouse and 

when it leaves are recorded in 

a verifiable event log which 

is easily accessible to all 

stakeholders. Manufacturers and 

suppliers can use Modex BCDB 

(Blockchain Database) platform 

to authenticate items, flag 

deviations from agreed-upon 

sourcing arrangements, and 

prevent defective and inferior 

components from entering 

the production system. The 

improved visibility safeguards 

customers and protects the 

company from the risk of recalls, 

lawsuits, and reputational 

damage while lowering 

operating costs.
Data provided by Smart Tags 

stored in a blockchain database 

reduces the likelihood of 

fraudulent sales
This allows manufacturers, 

channel partners, third-party 

retailers, customers, and 

regulators to verify a product’s 

authenticity as goods move 

through the value chain, making 

it harder for counterfeit goods 

with adulterated labels to 

escape detection. Real-time 

authentication ensures that the 

preponderance of sales and 

revenues goes to legitimate 

brands and manufacturers. 

Regulators can digitally trace 

the provenance and chain of 

custody for any product being 

sold. 
Better tracing helps support 

centers prevent unnecessary 

servicing and repair. Front-

end applications linked to the 

Modex BCDB platform make it 

easy for support representatives 

to verify whether a claim is 

genuine, even without seeing 

the product. Faster and more 

accurate authentication 

allows support personnel to 

direct more of their time and 

resources to legitimate, high-

value purposes, improving 

responsiveness, reducing 

waste, and increasing customer 

satisfaction.
About Modex BCDB

Currently, the majority of 

blockchain solutions present 

on the market are oriented 

towards blockchain as a service, 

limiting themselves to a rigid 

view and application of the 

technology. A company or the 

CTO of a company can come 

to the realization, after a bit 

of study that their business 

can solve several issues and 

streamline back-end processes 

by implementing blockchain. 

The problem is that in order 

for a company to implement 

blockchain technology only 

through its own tech team, 

they need to invest a significant 

amount of time and resources to 

study what type of blockchain is 

most suited for their needs, and 

commence a lengthy process 

of learning the development 

specificity of the respective 

blockchain, as well as scouting 

for developers proficient in the 

technology.
Modex BCDB is a new take 

on blockchain technology 

which removes the need to 

invest resources in blockchain 

training and facilitates fast 

adoption of the technology 

in businesses. The solution 

proposed by Modex is a 

middleware which fuses a 

blockchain with a database 

to create a structure which is 

easy to use and understand 

by developers with no prior 

knowledge in blockchain 

development. As a result, any 

developer who knows to work 

with a database system can 

operate with our solution, 

without needing to change 

their programming style or 

learn blockchain. Through our 

blockchain component, Modex 

BCDB is able to transform with 

minimal changes any type of 

database into a decentralized 

database which holds the same 

valuable characteristics inherent 

to blockchain technology: 

transparency, increased security, 

data immutability, and integrity.

Every enterprise is reserved 

and unwilling to make changes 

to its database, and for good 

reason, as data loss or data 

corruption constitute major 

risks. Modex BCDB doesn’t 

work by deleting the existing 

database, or data entries. 

The database is maintained 

intact throughout the process, 

data integrity is ensured by 

calculating the metadata of 

the records and storing it on 

the blockchain. Moreover, the 

system does not restrict access 

to the blockchain or to the 

database, so when a developer 

needs to make a reporting or 

ETL transformations, they can 

always perform warehouse 

analytics by accessing the 

database directly. This is 

because Modex BCDB has 

been purposely designed to 

be agnostic. With our solution, 

clients are able to set up a 

network, regardless of the type 

of database employed. In a 

consortium, each company can 

maintain what type of database 

they prefer (Oracle, Microsoft, 

IBM, Mogo DB), and connect 

them through a blockchain-

powered network to ensure 

cohesion, availability while 

protecting corporate interests.

About Modex
Blockchain company Modex 

is promoting the adoption of 

blockchain technology and 

strongly believes in a future 

built around blockchain. Modex 

offers fully integrated services 

designed to solve the last 

mile adoption problem of the 

blockchain and aims to make 

blockchain user-friendly for 

every single device or person. At 

Modex, we can innovate thanks 

to our incredible team of experts 

and we offer services for the 

entire blockchain technology 

ecosystem: Marketplace for 

Smart Contracts, community 

tools for developers and 

blockchain as database services 

for enterprises. In over two years, 

using cutting-edge technologies 

and with a clear strategy, Modex 

has evolved from the world’s 

first app store for blockchain 

into a complex ecosystem 

designed for developers’ needs 

and enterprises looking for 

blockchain solutions. Our 

mission is to spread and facilitate 

the adoption of blockchain 

into society and to solve 

real-world problems using 

this revolutionary technology. 
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BANKING TECH

Payments Innovations for 
SME Financial Inclusion

Anders la Cour, Co-founder and Chief Executive 

Officer of Banking Circle shares insights from the 

latest Banking Circle research into the challenges and 

opportunities facing SME payment providers.

Effectively serving SMEs 

requires FinTechs and Payment 

Service Providers (PSPs) to 

have a true and meaningful 

understanding of the reality of 

small business life. Many PSPs 

are indeed SMEs themselves, 

which can be invaluable in 

assessing specific needs and 

the challenges SMEs might be 

facing. And this can put them 

in a strong position to develop 

solutions – working with like-

minded partners – that exactly 

fit the bill.
But at the heart of the issue 

is the fact that PSPs must 

build SME-specific solutions, 

not adapt models built for 

larger businesses. And this is 

exacerbated by the fact that 

each SME is entirely unique 

– some are one-man-bands, 

others have 249 employees. 

Some are local businesses while 

others trade internationally. 

Some are seasonal and 

others have a steady flow 

of income throughout the 

year. This immense variation 

creates a dilemma for financial 

institutions trying to build 

scalable solutions to meet SME 

requirements.
With businesses varying in 

almost every way, no single 

payment solution can meet 

all the financial needs of every 

SME. There is no one-size-fits-all 

solution.
The latest research from 

Banking Circle is published 

in our insight paper, ‘Pay, Set, 

Match! Payment services for 

SMEs – Jump-starting a virtuous 

digital payment circle’ and 

investigates the challenges and 

opportunities for PSPs serving 

SMEs today.
What we have found is that 

what all SMEs have in common 

is a need for banking services. 

Any business, any size, and 

industry, any target market and 

any turnover will need banking 

accounts. And almost all will, at 

some point, need an injection of 

cash, whether that is to kick-start 

an expansion, purchase stock at 

the beginning of the season or to 

replace broken equipment.

The reality is, however, that a 

traditional business loan from a 

bank is generally too expensive, 

too inflexible and too slow to 

arrange, for a fast-paced SME 

in today’s highly competitive, 

digital and international 

marketplace. As Kent Vorland, 

CEO of SmartTrade App, told us 

during our research, “consumer 

products are not agile enough 

and providers have little 

knowledge of small businesses… 

Equally, the big boys have 

complicated functionalities, but 

nothing optimised for small 

merchants.”
We found that limited access 

to services and restricted credit 

lines are affecting the success 

and potential of SMEs of all 

sizes and stages. SMEs also 

commented that access to 

payment services is restricted, 

it takes too long to open a 

merchant account and there 

is little support for accounts 

payable.
Each of these can have a 

significant impact on an SME’s 

ability to maintain and grow its 

client base and profit margin. 

In turn, this limits its ability to 

expand, reach new markets, 

increase product lines and better 

serve its customers. With 24 

million SMEs in Europe making 

up 99% of private businesses in 

the region, employing around 

60% of the European workforce 

and contributing more than 

half of all business turnover, a 

problem holding back SMEs is a 

problem holding back the entire 

economy.
With many PSPs and other 

providers already delivering 

innovative ‘point’ solutions, and 

many ambitious SMEs currently 

underserved by their existing 

bank, the opportunity to build 

bridges and connect solutions is 

ready and waiting. Each provider 

has a role to play, and value to 

add, if they build relationships 

across the board.
As reported in our insight 

paper, financial inclusion based 

on digital technology occurs 

within a broad spectrum of 

technology, communication, 

collaboration and analytics. 

Innovation and real change 

is only possible within an 

ecosystem model where each 

player knows its own role and 

appreciates those of others. 

Dialogues must be kept open, 

and innovation must continue, 

in order to find and develop 

successful, effective, affordable 

solutions which will work for 

SMEs of all types, increasing 

financial inclusion and 

benefiting the entire economy.

For a copy of the latest insight 

paper, visit  
www.bankingcircle.com
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WHO WE ARE

Banking Circle is a financial utility that focuses on 

providing global banking services to financial insti-

tutions, including financial technology companies 

and banks.

COMPANY: Banking Circle

FOUNDED: 2013

CATEGORY: Global banking services

KEY PERSONNEL: Anders la Cour, CEO (above)

HEAD OFFICE: Luxembourg

OFFICES IN: Banking Circle is a global business 

with offices in Denmark, Luxembourg and the UK
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Once a Staple of ‘The IT Crowd’, Now Cybersecurity is Everybody’s Problem

COVER STORY

The IT Crowd has a lot to answer for. For years, those safeguarding an institution’s digital infrastructure 

were considered back-room bods à la Moss and Roy, neither seen nor heard…
Well, thanks to some eye-wateringly public clangers from institutions the likes of Equifax, British Airways and Capital One, cybersecurity is front page news. Here, TFT digital editor, Charley Brooke Barnett asks CyLon’s Taylan Durmus for his thoughts on everything from gender parity to Huawei in this paramount sector…

What are the biggest threats to the cybersecurity of financial institutions? Where are they coming from? 
The source of the biggest threats to the cybersecurity of financial institutions are more likely to come from organised crime groups. However that being said, the threat from nation state actors should also not be ignored. Occasionally, even those two distinctions get blurry, but that is an answer to an entirely different question. Organised crime groups are simply after money so they will make their attack evident and present options for your institution to pay them. In some cases, these groups will have 24/7 customer service lines and will even offer to help patch your security holes after you pay them. 

State-sponsored groups however have different intentions. They want to gain access to your data to snoop around, gather intelligence, see the calendars of executives, and steal proprietary information. You may never realise you were breached because they have no incentive to inform you. It is for this reason that data for state-sponsored attacks will be under-represented and under-reported.The threat from organised crime has evolved in recent years. Pre the era of ransomware, a financial institution could be hacked and items like credit card and personally identifiable information was just stolen to be sold on illicit forums. 

The institutions would then scramble to inform users and invalidate all the stolen cards. In the era of ransomware however, institutions are at risk of having all of their data encrypted and held for ransom which actively prevents the institution from functioning.
The biggest threat to the cybersecurity of financial institutions comes from the people who work there. Whether the attackers are state sponsored or criminal organisations, the human element of cybersecurity is, and likely always will be the weakest link in cybersecurity. Humans can be tricked, manipulated, or simply be ignorant of a threat when they open an email attachment or click a link. This problem will never go away despite the tens of millions spent every year in awareness training for staff.

What fail-safes do you current-ly have in place for a worse-case cyber-attack?
Not speaking on behalf of CyLon, but from a general perspective: In an ideal world every company would have off-site backups kept isolated from the internet and their internal networks. That way in the event of a worst-case scenario they would just have to roll-back to our most recent, uninfected backups. Even this method is not bulletproof however, since if the attackers are clever enough, they will wait for some time to pass so that the backups are also infected. Depending on the organisation, rolling back six months may simply not be feasible so they would have no choice but to pay the ransom fee.

The word failsafe is difficult to apply in terms of cybersecurity. Sure, you can just unplug every computer in your network and that may help (it probably will not) but at that point 

your organisation just ceases to function. The backups mentioned previously are as close as you can get to a failsafe. 
Is technical innovation helping or hindering banks’ security?Innovation is a double-edged sword when it comes to the security of banks and other financial institutions. The reason for this is that attackers and defenders are locked in an eternal arms race to innovate new ways to get ahead of one another. Bad actors (be it nation state or organised crime groups) are always looking to exploit the latest (or previously unknown zero-day) vulnerabilities to gain access into places they should not.

Therefore, it is absolutely critical that banks and other financial institutions invest in the defending side of this arms race of innovation lest the attacking side gets an advantage. The funding and resources of the attacking side should also not be underestimated as some of these criminal organisations generate revenues comparable to that of large, multi-national companies with operations spanning the globe.
To put it simply, technical innovation is not only helping, but is critical to banks’ security (as opposed to hindering). The day that technical innovation ceases is the day all the security researchers and hackers of the world can just pack up their bags and go home, (assuming they are not already working from there…!)

Should there be increased cybersecurity regulation rather than merely fines for breaches? Given that some banks are seen as “too big to fail”, should there be greater oversight into how they handle the cybersecurity threat?
The trouble with financial sanctions against big banks is that they simply have so much money that if the penalty of failure is not high enough, they 

will simply budget to pay the fines! Cybersecurity regulation should be embedded into the rigorous financial regulation that these institutions are subject to. The reporting of breaches should also be mandatory and announced as soon as possible. We will never know which banks and other financial institutions have been hacked and paid a ransom. As customers and users, we should have the right to know if our data has been compromised.
Are challenger banks more vulnerable than legacy institu-tions?

Challenger banks are probably less of a target by virtue of their size rather than them being less vulnerable. They may have more modern infrastructure and secure backends, but as soon as criminal organisations think they would present a better opportunity to make money then they will also be targeted.
How are you addressing the acute skills shortage in the space? Do you think AI can completely replace human experts?

Maybe one day when we have true AI that can outperform a human. For the moment any ‘AI’ buzzword you see being thrown around is just a machine learning algorithm that essentially learns by trial and error and whatever data you feed it. They are good for some automation and monitoring however they are far from being capable enough to replace humans completely. That kind of AI is still 20-30 years away in my opinion.
I think the acute shortage of skills is mainly due to there not being a clear path of entry into the field. There are very few cybersecurity degrees being offered by top institutions. To address this, universities must catch-up and assemble the relevant faculties and curriculum to train the next generation 

of security researchers. In addition to this, cybersecurity is perhaps one of the few fields where there is a clear ‘good’ and ‘bad’ side. It is almost akin to mercenary work. You have two sides which offer varying levels of compensation and there is nothing (apart from difficult to enforce laws and morals) to stop you from working for bad actors. Sometimes people just want to work for the other side and it is not uncommon for people to change sides either.
How prolific are ransomware attacks?

As they are dependent on self-reported data, we will never know how truly prolific they are. What can be said for certain is that the frequency and complexity of attacks will increase over time. I would not be surprised if institutions do not report attacks as a matter of policy unless the consequences of the attack are evident to the public and or causes the business to stop functioning. This comes down to PR and brand protection.
What is your position on trust-ing foreign organisations like Huawei with state infrastruc-ture, as seen in the recent 5G debate?

Chinese organisations are unique in that they technically have no choice in the matter if the state decides to inject their operations with espionage. Huawei although not technically state-owned, is more than likely de facto controlled by the state through a complex hierarchy of state-controlled trade unions.Thus, if I had some critical infrastructure that I needed to keep secure, I would not contract Huawei to build it for me. The Chinese security apparatus is immensely well funded, clever, and brutally effective.
I would say the same for any foreign organisation. The key to ensuring the security of state infrastructure boils down 

to how much control you can exert on the organisations building it. Huawei for example? Good luck. A smaller Russian company? Maybe a bit better. A homegrown company like British Telecoms? Bingo. 
Why is there so little repre-sentation of cyber security at C-level?

It is getting better, and I think it would be unfair to say that cybersecurity is underrepresented at the C-level in today’s world. This was perhaps truer ten to fifteen years ago. Almost all multi-national organisations worth their salt will have someone in the C-suite who is responsible for cybersecurity as they simply cannot afford to have that gap in knowledge anymore. 
Is the move to cloud-based systems creating further vul-nerability?

Cloud systems operated by giants like Microsoft, Amazon, and Google are almost always more secure than any private cloud solutions a company can use. They also have the added benefit of managing their own security to an extent which makes life easier for the users. I would say that the move to cloud-based systems is creating LESS of a vulnerability.
Most IT is generally male dominated, but this seems to be even truer of cybersecurity. Would a gender balance help protect firms?

The strength of diversity cannot be underestimated. The (ethnic, gender, etc.) diversity of a team is directly proportional to the diversity and quality of ideas and solutions generated by a team. That has been my experience thus far and it makes sense. When you have people from all walks of life who have all seen and done different things it brings a wealth of experience to the table which can be drawn from. uTFT
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A Platform on a Cloud: The Financial Industry’s Bright New HorizonThe global financial system is in the midst of a tech-driven, transformational shift. Consider that in a recent survey by Business Insider, 89 percent of respondents said they use mobile banking—including 97 percent of millennials. When it comes to technology-driven innovation in the financial sector, the ability to check account balances and transfer funds via mobile device is only the tip of the iceberg. With fintechs and other digital disruptors bringing new products and services to market every day, banks looking to the future face a myriad of challenges and opportunities. Fortunately, even the most established legacy institutions can tap into the innovation happening in the fintech space via cloud-based platform technology.
The future of finance is personalized, tech-driven, and open

Unlimited access to movies and TV shows on demand, on any device; two-day shipping for almost any consumer product available to purchase (same-day, if you live certain cities); information on any topic, directions to any place, and a vast archive of images at our fingertips, 24/7. Given the environment today’s consumer is accustomed to, it’s no surprise that they expect instant gratification from any entity with which they do business. Waiting in line, being put on hold, corresponding by mail, and even having to visit a brick-and-mortar establishment of any kind are increasingly seen as inconveniences that warrant taking one’s business elsewhere—preferably, via app.Banks are not immune to consumer demands for speed and convenience. And despite their status as legacy institutions and significant investments in customer loyalty, banks are also not immune to competition. The fintech sector is booming: according to KPMG’s Pulse of Fintech report, global fintech funding reached $111.8 billion in 2018, up 120 percent from 

By Martin Häring, Chief Marketing Officer, Finastra

the previous year’s total of $50.8 billion. As of June, 2019 deal volume had exceeded the 2018 total, with 87 deals totaling $116.6 billion in value. In London alone, 114 deals worth a record $2.1 billion were completed in the first eight months of the year, and the American fintech hubs of San Francisco and New York saw investment totals of $3 billion and $1.9 billion, respectively, during the same period.Tech-driven disruptors are emerging in every corner of the financial services industry, from budgeting to investing to mortgage lending. Banks that fail to offer the digital tools and frictionless user experience that consumers prefer risk losing customers to these fintech challengers.
But banks and fintechs don’t have to be sworn enemies. In fact, many have recognized that their complementary strengths can lead to successful, mutually beneficial partnerships. Instead of a fighting a losing battle against fintech firms, banks are employing open banking and Platform-as-a-Service (PaaS) to join forces with emerging fintech providers and bring to market the services their customers demand. Adopting open architecture and sharing 

data via APIs allows banks to provide personalized, convenient services to customers without having to build new tools from scratch.
The key to innovation lies within the cloud

Forrester predicts that the global cloud computing market will exceed $200 billion in 2019, and will then continue to grow 22 percent annually. Like many businesses, financial institutions of all sizes are realizing the power of the cloud. In a survey of senior finance executives, Gartner found that 36 percent of their enterprises will use the cloud to support more than half of their transactional systems of record by 2020.
In the banking sector, cloud-based models can enable business agility and rapid evolution. Cloud-driven innovations can help banks satisfy evolving business needs without having to compromise on security and or take on the burden of investing in IT transformation.

Speed, agility, and analytics
For developers, working in the cloud simplifies and accelerates the product development cycle while also minimizing risk. For example, product testing places a heavy burden on computing resources and can take unpredictable amounts of time. As a result, it substantially increases the peak capacity needed in-house, while also driving down the utilization rate. Conducting product tests in the cloud, on the other hand, removes this burden from the bank or fintech company’s day-to-day operating system. Creative, innovative IT departments and developers can take risks designing and launching new products, knowing that computing capacity can be adjusted as needed. This enables a level of agility in testing and launching new products that would not be available without the use of the cloud.

In addition, financial firms that store data in the cloud can unlock powerful analytics capabilities by tapping into artificial intelligence and machine learning—processes that are far more viable in the cloud. This extra dimension of analytics maximizes 

opportunities to bring successful products to market. Finally, a cloud-based development process enables organizations to roll out successful products immediately, with no hold-ups for procurement. As open banking proliferates, and more banks look to develop customer experiences that leverage new technology, banks that operate in the cloud will realize distinct advantages over those that do not.

Built-in security upgrades
Historically, banks were reluctant to embrace the cloud due in large part to concerns about security. But in recent years, security has shifted from being a perceived weakness of cloud computing to one of its distinct strengths. Most individual banks are ill-equipped to compete with the security resources and standards upheld by public cloud providers. For example, Microsoft alone spends more than $1 billion a year on cloud security, whereas a study from Deloitte calculated that financial institutions annually spend an average of only $2,300 (£1,900) per full-time employee on cybersecurity.

Another area that had historically given some financial institutions pause with regards to adopting the cloud is compliance. But regulators around the world have updated their thinking as cloud-based models have become more widespread—and more secure. For example, the UK’s Financial Conduct Authority previously required physical access to servers for itself and auditors, which was problematic for multi-tenant public cloud users. But in 2016, the agency replaced its “choice and control” rules with broader data residency requirements (guaranteed by public cloud providers) and confirmed that it could see no fundamental reason why regulated entities should be prohibited from using cloud computing. Europe’s second Payment Services Directive (also known as PSD2), requiring banks to make customer account data accessible to qualified payment-service providers, creates avenues for partnerships between fintechs and banks, many of which rely on the cloud. And in the United States, the Conference of State 

Bank Supervisors is working directly with fintech firms on ways to streamline regulation while maintaining strong consumer protections and local accountability.W
With consumers pressuring financial services providers to innovate, and the cloud setting the stage for enhanced capabilities in product development, data analytics, and security, banks are at a crossroads: evolve—and quickly—or be left behind. For those that elect to embrace the fintech revolution, partnering with startups and disruptors is often the most realistic and effective way to offer the tech-driven advances their customers demand. A platform solution allows banks to establish these relationships and plug into the tools and applications they need via open APIs, while also providing a number of related benefits to both the fintechs and the banks who participate. 

Platformification: making the most of the cloud
While initially slow to adopt platform models, the banking industry is quickly recognizing the advantages they offer, too. Platformification introduces opportunities to grow revenue streams, attract new customers, and expand into adjacent industries. Perhaps most importantly, the combination of platforms, APIs and open banking is creating a multitude of powerful new ways to engage with customers at reduced costs.A platform model enables financial institutions to engage with a broader ecosystem (including fintechs) and realize valuable innovations at speeds that were unthinkable in previous eras. Unlike in the past, when innovation happened behind the closed doors of corporate R&D departments, today new ideas can stem from universities, corporations and fintechs. In many cases, the more uncommon the partnership, the more impressive the results it yields.

When it comes to implementing new technology, historically the road to true innovation had meant core replacement: a complete overhaul of a bank’s proprietary IT infrastructure. Most of these core systems were established decades ago, extend 
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D igital securities, 
STO’s, blockchain equities, are all 

securities, plain and simple.  They fall under the same rules and regulation as all other securities.  But we also all know that not all securities and markets are the same.  For the retail market, there are the more highly regulated public securi-ties, the home of large public corporations. Private securities are the home of a significant other element of the economy; smaller business, early stage entrepreneurial firms, alterna-tive assets, real estate etc..  The impact of digitization applied to these distinct markets will be significantly very different.  Public markets trade at high volumes, at wireline speeds, and they are already highly standardized. Private securities are low volume, trade at analog speed, and very customized. Private securities are ripe for distinct efficiencies provided by digitization. 
Private securities are offered to a limited number of accredited investors and they trade very infrequently, if ever. The advantages of digitization here are quite dynamic.  In private markets digitization can bring increased standardization,  improved visibility, and development of secondary trading where little or none existed before.  These advantages can be achieved in digital private markets by adopting standardized derivative contracts, combined, with the key functions of counterparties like regulated asset managers, broker dealers and custodians. This article elaborates on this model.

Derivatives as a Path to Standardization
The suggested strategy for digitization of private placements is to make them available as a derivative product. A derivative contract, or product, is an economic interest or contract in the underlying 

asset or security, while that security is held by a custodian. This will simplify the complex underlying subscription agreements, and make them easier to sell in a primary or secondary marketplace. This approach addresses two key friction points for alternatives; excessive customization of transactions or securities, and regulatory risk. This form of digitization of the economic interest in the underlying security is also compatible with using forward thinking commercial custodians to secure transactions and ownership. All of this is based on achieving increased standardization and ease of trade. Think commodity trading, the pioneer of derivative contracts.
Derivatives themselves are nothing new and already represent a 500 trillion-dollar market. But this protocol should also be used in the rollout of the digital private security marketplace. If you use a derivative model with a simplified subscription, and if you custody the asset of the derivative with a regulated asset manager, then you can compartmentalize the risk and streamline the overall subscription and trading process. This specific modality creates a more standardized derivative product, minimizes counterparty risk, eases reporting, and facilitates higher volume price discovery and transactions.

The Challenge in Standardizing Private Placements
There are many current efforts to elaborate smart contract standards for financial transactions and securities, but current business practices are complex and voluminous, and the encoding of these terms is a significant undertaking. The Hyperledger project and Ethereum Alliance are working on digital smart 

contract specifications. The current ERC catalogue includes ~58 final and ~150 draft, EIP specifications these include basic execution functionality, smart contracting terms, vendor interface specifications. But this is just a small portion of what needs to be achieved to address the overall challenge of standardizing the issuance of digital securities. 
And so, when issuers today seek to offer native digital securities, this typically involves significant and costly custom specification of terms for their STOs. This creates a major barrier to issuance. In the long term this will become more standardized and interoperable, but in the short term this complexity can result in issuance documents that may be difficult for the investor to confidently assess, and thus inhibits the adoption of digitization benefits. Derivatives are inherently shorter contracts and they refer to the more complex underlying asset or security in an annex or appendix. Thus, providing a simpler and shorter contract to digitize.

Key Issues in Risk Control
Key elements of risk in private securities include fraud, misrepresentation, transaction security, visibility and reporting. For fraud and misrepresentation, regulated broker dealers are responsible for the due diligence associated with bad actors, valuations, etc. These licensed professionals evaluate and attest to the specifics of the offering. For traditional transactional security, issuers and investors rely on custodians and related transfer agents to ensure that securities are safe and not lost or transferred in fraud or error. In traditional ‘electronic’ markets (which may be managed by computerized ledgers), if there is an error, or some sort of transactional fraud, the rightful owner can inspect the records and unwind an erroneous transfer. While digitization through cryptographically secure transactions may provide some additional security to the description and identity records of securities ownership and transfer, it also raises some new risks because of the difficulty 

of recovering lost assets (think Mt Gox). We need to implement custody practices for unwinding erroneous or fraudulent digital security transactions. These  traditional regulated roles of broker dealer and custodians, provide key asset and transactional security to the ‘fintech’ of digital securities. But the use of derivatives greatly enhances the ability to facilitate these controls.

Counterparty Roles in Derivatives
There are three regulated counterparties to consider in risk containment of the underlying security; the financial advisor, the asset manager, and the custodian.. First registered investment advisors are often the proxy for direct investor interest in private placements. Their role is to conduct investment analysis and make recommendations to investors about risk, rate of return and suitability. Is the asset fundamentally a good fit for the investor, his portfolio, and strategy? In the case of derivatives, they will rely on the role of the asset manager to conduct due diligence for fraud, sound financials, and clear risk disclosures as well accurate potential rates of return. The regulated asset manager is responsible for a correct 

representation of the risk and potential rate of return underlying the asset. The asset managers of the underlying assets thus assume and contain this risk, so that investment advisors and investors can rely on the professional representations and focus their attention on portfolio strategy.Finally, there is transactional risk. Everyone has heard stories of someone losing all their crypto coins because they lost the key to their e-wallet. This transactional risk can be addressed in digital securities by using regulated custodians to custody the rights to the derivative. The investor is thus secured against fraudulent or erroneous transactions. 

Additional Reporting With Derivatives
For even the least widely held public securities there are significant reporting requirements, ongoing news and price visibility. But what about private placements? The structure of a derivative can create specific additional investor rights around  financial reporting requirements on a quarterly basis, notice of cap chart changes, press release announcements etc.. These rights may not have originally existed to the owner of the 

underlying asset, but are contractually agreed to  by the asset manager in the terms of a ‘side letter’  enhancing the rights of the investor in the underlying security.  So while the ‘fintech’ of security digitization addresses some concerns of investors in private placements, the ‘regtech’ of packaging these securities into derivative offerings with specific investor rights, addresses significant other issues of risk and visibility.

In Summary – Digital Securities in Private Placements 
Any significant technology advance comes with some initial ambiguity. Cloud computing, artificial intelligence, digital securities, each of these revolutions comes in many different flavors and affects different use cases. The advantages (and challenges) of digitization of securities are very different for investors in private placements vs. public securities. Using a derivative model in the digitization of securities, can bring higher levels of standardization in subscription agreements and investor rights to private securities and increase their acceptance, distribution, and secondary trading. uTFT
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